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DETAILED ACTION 

1 . Claims 1-22 are pending in this application. 

2. The IDS filed on 1 0/31/2003 has been considered by the examiner. 

C/a/7n Rejections - 35 USC § 101 

3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

4. Claims 20-22 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter, as they do not fall under any of the statutory 
classes of inventions. The claims lack the necessary physical articles or objects to 
constitute a machine or a manufacture within the mean of 35 USC §101. They are 
clearly not a series of steps or acts to be a process not are they a combination of 
chemical compounds to be a composition of matter. As such, they fail to fall within a 
statutory category. They are, at best, functional descriptive material perse. 
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Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

6. Claims 1, 4-12, 14, 20-22, are rejected under 35 U.S.C. 102(b) as being 
anticipated by Garnett (US 6,356,637). 

7. Considering Claims 1, 9, and 12, Garnett discloses a system of securely using 
decryption keys during Programmable Logic Device (PLD) configuration 
(abstract), comprises: a microcontroller for receiving an encrypted bitstream (Fig 
1- item 3 and item 9); a key storage register coupled to the microcontroller for 
storing key data (Fig. 1- item 6, column 5- lines 19-30); a decryptor coupled to 
the key storage register, wherein only the decryptor can read from the key 
storage register (Fig. 1, Fig. 4- column 6- lines 50-52); and a configuration data 
register in the PLD, wherein the configuration data register cannot be read by the 
microcontroller after the decryptor is used (Fig. 1, Fig. 6- item 3 and item 17, 
column 5- lines 52-60, column 7- lines 5-13). 
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8. Considering Claim 4, Garnett discloses the decryptor is a software decryptor 
stored in a memory that uses hardware to enable access to the key storage 
register based on a memory address (column 4- lines 10-21). 

9. Considering Claims 5 and 10, Garnett discloses the memory is a ROM having a 
decryption engine (column 2- lines 17-20). 

10. Considering Claims 6 and 11, Garnett discloses the microcontroller further 
receives a configuration boot program along with the encrypted bitstream (Fig. 6- 
item 4). 

1 1 . Considering Claim 7, Garnett discloses the microcontroller, the key register, the 
decryptor, and the configuration data register are all within the PLD (Fig. 1, Fig. 

6). 

12. Considering Claim 8, Garnett discloses the microcontroller is an emulated 
microcontroller in the PLD (Fig. 6- item 3 and item 17). 

1 3. Considering Claim 14, Garnett discloses the microcontroller can only be read by 
the configuration data register after the decryptor is used (column 6- lines 55-62). 
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14. Considering Claim 20, Garnett discloses a bitstream, comprising: a configuration 
boot program for running a microcontroller on a programmable logic device; and 
an encrypted bitstream portion of the bitstream containing encrypted 
configuration data for a configuration data register on the programmable logic 
device (Fig. 1- item 4 and item 9). 

15. Considering Claim 21, Garnett discloses said configuration boot program 
comprises instructions for a decryptor (Fig. 4- item 40). 

16. Considering Claim 22, Garnett discloses said configuration boot program 
comprises instructions for a decompressor (Fig. 1- item 3 and item 5). 

Claim Rejections - 35 USC § 103 

17. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 



18. Claims 2, 3, 13, and 15-18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Garnett in view of Pang et al. (US 6,366,117), hereafter "Pang." 
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19. Considering Claim 2 and 13, Garnett does not disclose the microcontroller 
stores key data in the key storage register, but the microcontroller cannot read 
from the key storage register. 

Pang does disclose the microcontroller stores key data in the key storage 
register, but the microcontroller cannot read from the key storage register (Fig. 3- 
item 26 and item 29). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Garnett by not allowing the 
microcontroller to read from the key storage register as taught by Pang in order 
to provide enhanced security against the loss of commercially valuable 
intellectual property (Garnett- abstract). 

20. Considering Claim 3, the combination of Garnett and Pang discloses the 
decryptor is a hardware decryptor embedded in an integrated circuit along with 
the PLD (Garnett- column 2- lines 1 1-16, column 4- lines 10-21). 

21 . Considering Claim 15, the combination of Garnett and Pang discloses the 
microcontroller cannot read from the key register (Fig. 3- item 26 when removed). 
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22. Considering Claim 16, Garnett discloses only the decryptor can read from the 
key storage register (Fig. 4). 

23. Considering Claim 17, Garnett discloses the steps of loading the decryptor with 
data from key register and loading the decryptor with data from the 
microcontroller comprises using a predetermined instruction enabling access to 
the key- storage register based on a known address of a memory storing a 
decryption engine forming the decryptor (Fig. 4, column 4- lines 10-21). 

24. Considering Claim 18, Garnett discloses a system of securely using decryption 
keys during programmable logic device configuration (abstract), comprises: a 
memory-mapped key register coupled to a microcontroller data bus (Fig. 6- item 
3 and item 6); a decryptor engine stored in non-volatile memory and coupled to 
the microcontroller data bus (Fig. 4); 

Garnett does not disclose logic circuitry limiting access to the key register from 
the microcontroller data bus using specified addresses of the non-volatile 
memory. 

Pang does disclose logic circuitry limiting access to the key register from the 
microcontroller data bus using specified addresses of the non-volatile memory 
(Fig. 3- item 28). 
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Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Garnett by limiting logic curcuitry as 
taught by Pang in order to provide enhanced security against the loss of 
commercially valuable intellectual property (Garnett- abstract). 

25. Claim 19 is rejected under 35 U.S.C. 103(a) as being unpatentable 
over Garnett and Pang in view of Kuranaga (US 5,409,661). 

26. Considering Claim 19, the combination of Garnett and Pang does not disclose 
the logic circuitry uses specified addresses of the non-volatile memory by limiting 
access to minimum and maximum ROM memory addresses using a 
microcontroller program counter. 

Kuranaga does disclose the logic circuitry uses specified addresses of the non- 
volatile memory by limiting access to minimum and maximum ROM memory 
addresses using a microcontroller program counter (column 6- lines 56-67). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the combination of Garnett and Pang 
by logic circuitry that uses specified addresses of the non-volatile memory by 
limiting access to minimum and maximum ROM memory addresses using a 
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microcontroller program counter as taught by Kuranaga in order to provide 
enhanced security against the loss of commercially valuable intellectual property 
(Garnett- abstract). 

Conclusion 

27. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

■ US 6,1 18,869- PLD bitstream encryption 

■ US 5,388, 1 57- arrangements for semiconductor programmable devices 

■ US 2001/003231 8- protecting configuration data in a PLD 

28. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Randal D. Moran whose telephone number is 571-270- 
1255. The examiner can normally be reached on M-F: 7:00 - 4:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Randal D. Moran 
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